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How far has the world changed since 1993? What has changed over the last three years?
Life for young people (and therefore parents) Outside School: « Significant increase in online activity
1993: playing outside, reading books, playing sport, listening to music, very « Significant increase in online child sexual exploitation and abuse

little media consumption. No socialising online - spending time with
friends. Considerable access to part-time jobs.
2023: limited outdoor play and limited time outdoors in general (dramatic

* Cyberbullying increase
* Surge in in-game spending/gambling

rise in obesity levels), decline in reading books (30% of UK children own no * Increase in misinformation/fake news

books), organized sport playing, listening to music (now primarily video « Increase of traffic to pornographic sites

streaming), high and increasing media consumption. Majority of socialising « Lots more organisations coming on board to support parents, schools
now online. Limited access to part time jobs. and children & young people
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Children and parents:

~ The Scale of Child Sexual Abuse - _

. National Strategic Assessment 2023
National Crime Agency — estimate of number of individuals posing a threat to -

children either through physical ‘contact’ or online: Providiog a pktere of the thiest 1o the I NCA

2011: 50,000+ -

2016: 77,000+

2020: 300,000+

2021-2: 550,000+

Current Estimate: 680,00 to 830,000

¢ | Socsl media usevs s profile on socisl s, by ags

UK from serious and organised crime
- r

* The overall threat had slightly increased on last year.
“The current estimate is that 1.3 — 1.6% of the adult
pose some degree of sexual risk to children. These

Arrests per month:

2020: 500 are extraordinary figures: roughly ten times the prison
2021: 850 opulation.
2022: 900 e ’

The figures partly reflect a better understanding of a threat that
has historically been under-estimated, and partly a real increase

National Crime Agency

Children safeguarded per month: | =

Multiple profiles were most likely to be used by 8-11-year-olds, and the most common 2020 700 groups sharing and discussing the images, has normalised such
reason for doing so was to have a separate profile just for their parents and family to see 2021: 1120 behaviours.” Graeme Biggar, Director General, NCA
2022: 1200

= brightcore
‘. consultancy



Annual Report 2022

The Scale of Online Child Sexual Abuse

“We continue to see a significant increase in what is termed “self-generated” child sexual abuse content,
created using webcams or smartphones and then shared online via a growing number of platforms.”

* 2020 saw a 77% increase on 2019 in the amount of ‘self-
generated’ abuse images or videos dealt with by the IWF
(68,000 web pages in total)

* 2021 saw a 168% increase on 2020 - (182,281 web pages

in total)

* 2022 saw a 10% increase on 2021 — the figure is now
199,363 web pages

#BehindTheScreens

The impact of persuasive design on young people:
“The thought process that went into building these applications, Facebook being the first of them... was
all about: ‘How do we consume as much of your time and conscious attention as possible?’ God only
knows what it’s doing to our children’s brains.”

Sean Parker, former Facebook president
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Persuasive Design Strategies:

Focus was placed on three ‘ 2022 Young Minds survey:
practices which are of ) * 42% of young people self-reported what
particular concern: ¥ they considered to be early signs of
» Influencer marketing Li?l | addiction to social media.
» Loot boxes * 80% reported that they wanted to leave
» Dark =3 ) . )

ark patterns | a social media platform for wellbeing

reasons but felt unable to.

The number of ‘self-generated’ reports by age
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* . Gaming addiction affects between 12% and 18% of the population.
* “30% to 40% of the population now have some kind of problematic behaviour with technology.”

Professor Marcantonio Spada, Professor of Addictive Behaviours and Mental Health, London South Bank University

Parental Concerns:

* In contrast to a decade ago, when childhood obesity was considered the leading health issue for
kids, the problems have shifted to mental health, overuse of social media, and excessive screen
time. Concerns about children’s excessive screen time and device usage have surged, ranking as
the top two health concerns in this year’s national poll.

— - — Concerns rise about
i overuse of social media as
kids return to school

Mental Hoalth Awareness Weok: are you addicted
to tach?
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https://www.openaccessgovernment.org/public-health-interventions-necessary-to-fight-childhood-obesity/133790/
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Is our smartphone addiction
damaging our children?

Rowan Davies
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The single most common reported risk was misinformation or disinformation,

followed closely by personal attacks Parents of teens underestimated every risk their

= teenager might have been exposed to
Violent content, 33% N
Reasons for not using safety tools
Gl onoe vtz specch, 205 () ® (among parents & adults)
2 Threats ofvislence, 1254 () ® %
nisinformation or
. 18%
pes
Raakworid graphic violenco sewun soicistion, 1% (@) ® 1doritthinksafety ook e | 1o
and gore, 28% Cyberbullying, harassment, or . 2% necessary
Spue 175
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extremist con it el epliaron, 7% () 105 These safety ool seem oo | 10y
lassarnate s, Q) 125 complicated toset up or use:

Cyberbullying, harassment, or
abuse, 20%

® Parems 0f13-17  ® Teens
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Who spoke to child about internet safety
4 of those spoken to about internet safety
Shildrenand, CER P * Many children are first exposed to
Use and Attitudes :::::3;1‘5 pornography at a very young age.
Age 1617 * Asignificant minority of children access
pornography at very young ages:
. * 10% had seen it by age nine,
LS « 27% had seen it by age 11 and
76% *51 .
” ry % * 50% of children who had seen
\t! E K pornography had seen it by age 13.
Parents Teacher TW/radio
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Awareness of
pornography by age

Base: All (bases in
brackets in graph)

. Seen in the Last

2 Weeks

. Not seen in last

2 weeks, but have
seen before

. Heard of it, but not
seen any
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1-13
(513)

14-15
(259)

16-17
(370)

r] We need to create a .

culture where they will
tell us...

“I wouldn't want to be called a snitch”

0%
- =12% 29%
B 43%

“I'd worry that | was to blame”

I =30%
=33% 39%
S=48%

“My parents/carer would stop me using the internet”

- = 13%
= 18% 30%
S=49%

Anti-social Media

The cent, el and egel content chihen e
viewing on one of their most popul
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91% of parents say their
kids would be likely to

ask them for help if they
were bullied online

24

Sharing nudes: the normalisation of CSAM

Most of the children interviewed said they’d seen sexual or nude images and
videos shared on Snapchat, often of other children. Many of these were nudes
that the children said had been “baited out”, frequently via so-called “bait-out
pages” — accounts set up to share embarrassing, humiliating, sexual or violent
content to all their followers

Buying and selling: the Snapchat marketplace

“They add it on their story and they say, ‘Who wants this for this much amount of
money?’ They'll sell edibles, weed, balloons. Weapons as well. Rambos, samurai
swords, knuckle-dusters, all sorts of things.”

Popularity is power

The children and professionals in this research told us that follows, shares and
views get you ‘clout’ on Snapchat, so there’s an incentive to share whatever gets
attention. And often this is violent or sexual content, sometimes of illegal activity.
Making people say sorry

No matter where they lived or how they were, almost all the young people
reported seeing a particular kind of video on Snapchat that entailed people being
humiliated. Often this came in the form of the victim being forced to beg,
apologise or do something humiliating on camera

*)

Teens say they would

it to the platform

her or another adult

33%

I 26 %
26%

Not tell anyone

14%
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Important messages for young people to hear
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* Responsibility always rests with the perpetrator

* You are not stupid, bad or to blame; what has happened to you is
understandable

* You can recover and move on
* We can help you understand what has happened
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Report any problems...
https://reportharmfulcontent.com
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http://www.internetmatters.org/
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Resources Blog Whoweare Whatwedo What you can do

.
O Childnet Teachers & professionals ~ Parents & carers . Young people v Q

Help, advice and
resources for
parents and carers

Offer your children support and guidance with our range
of online safety guides

https://www.taminggaming.com

® Family Gaming
D@ oatarass
——

Video Games
- RER

TWO LEVELS OF INFORMATION AS A GUIDE : THE PEGI AGE LABELS

kAl
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https://www.taminggaming.com
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. Creative and bullding games — 49%

e.g. Robiox, Minecroft

. Multiplayer games - 45%

©.g. Fortnite, Foll Guys, Among Us

. Action/sdventure - 40%

€.9. Super Mario, Legend of Zelda

. Shooters - 38%

e.g. Star Wars Battiefront, Calt of Duty.

. Sports - 37%
©.9. FIFA, NBA, Rocket Leogue
. Playing in a vietual world - 28%

e.g. World of Warcraft, The Sims

Creative and bullding games - 50%
9. Roblox, Minecroft

Puzzles or quizzes -~ 43%

&.0. Trivia 360, Sudoku, Candy Crush
Playing in a virtual world - 37%

e.g. Worid of Warcroft, The Sims
Multiptayer games ~ 30%

e.g. Fortnite, Foll Guys, Among Us

. Action/sdventure - 29%

.. Super Mario, Legend of Zeldo
Fitness and dance - 26%
e.g. Wil Fit, Just Dance



https://www.taminggaming.com/
https://www.taminggaming.com/

ﬁrevent gaming and gambling
ms

PARENTAL ENGAGEMENT
PROGRAMME

FOR PARENTS & CARERS
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Useful Resources:

(o

‘Welcome to the Parent Hub
Evidence=lédeducation to help P et (ki ) S s T s

https://www.childrenscommissioner.gov.uk/report/talking-to-your-child-about-
online-sexual-harassment-a-guide-for-parents/

O

5 “%A-E‘ ‘ga =

How to use this guide

Our guide starts by sharing

G @QITETETTTTD

Chffidren’s

COMMISSIONER
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HeadStart Kernow’s Digital Resilience Tool

Education

START . N
e N
Digital =L
Resilience Tool

autistic child

%cour«cm
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https://www.childrenscommissioner.gov.uk/report/talking-to-your-child-about-online-sexual-harassment-a-guide-for-parents/
https://www.childrenscommissioner.gov.uk/report/talking-to-your-child-about-online-sexual-harassment-a-guide-for-parents/
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‘Seting up 3 fake s medi

Relationships and Sex

Dt S s Vol bormd Wl e Compul™ use of porvagraphy bl Warmhd [RrPR—
ependence gam . scenumato exalore perdes dentity Harmtul
Watching Content orseauaity Vg ou ot sevial RS i e
- Warhd Wbl Memmhd Warmiul behanoun wing pormag aphy AL -
Ml Mokl bl
Recenng phs n orene games Exceshely watchiog Omography  parmhd WA Warmd et
from tamby mamsars
Aectentsy e nudes iking i oges f Mo B
Recenog iincine games Being obsessed with celebrites, i Ptentilly  poe tentially _Potentialy ootz ioony sk R
from strangers omeane urknomn  Harmid  sarmiul Harmbut wanting to be aspecific celebr Harmit srmful  Harmf Harm H Semusised posing online Harmful  Harmdul  Hamdul Sy mermat
A Accessingillegal content Harmiful Harmful Harmful Sesaiad webcamming Marmful  Mardul  Marrdul el — Acoderntal scoess of senaal comtent sl
Watching age-appropriate digital o Not Sellingnudes ol Wl Mkl Ml R
Flaying age approoiats games content with onde aneuperyised  Hammiul = = nlee dating with wits Vormhd  Mormhd  Wahd Harmhs
5 ey Netwstiomofindecont nage=ol i ekl ekl Heshl e
Watchng 3 famiy mermbee pay Role modelling age-appropriate Not Not Lo B B Onlie dating with peers. o
250 soprocama gamer eharacters. Harmful Harr Forwaring rudes f ther
prople cuding Wiends, wthout  Marmful  Wawlul  Hardl  Marmful el nten dabng i prers st
g appropriae gaming weh acut Watching online content ona No Not —— t3hing approgwiat precautiom)
wpervion device with parental controls Harmiu Harr
R Presauing someane lsend mudes) | . . . ) Sieglodecentordweiting. L
§ = sl Wl Ml Wl R images withpeers W Wb Harmil
et Watching flms/TV online lone Harmpa et g ' T
Flayiog age reztrted games wih : [ e Senual o velent angusge Vormhd Warmiul
ainect arertal mpervivon Not being able to sieep after seein s digtal techriogy for ’ - .
scayor upsettingconntonlne © Hamiul  Harmlu = example wockng obers, sccesuing. ! e Roie.haying or paroteg st
Fiming themsaveyisnds plying = e ——— et oo preteomn.s [————
sp¢ ppropate games
Gameg (o0 ¢ el i e with e e g o oo o
ooy i g o, dowrbouding exiremne Ml Hasbul  armhul o omvisorl g b Harmd
pomagiaphy)
g approprate muttplaye onine
amn Mot blocking samecee mho hay
saming Frequestaccesstopomogaphy  Hamful  Hardul Mool e sty to you online
Fiming as b ofer ol ewards Tacking Fiends through loction
[P — i
PGP O M. ol il Hemhl el e
e grmng b Mol bl W Wbl Wotching viskemtextreme . " - " ) Looing ot gartners phee i
e Ml Haredul  Hawlul el ekl s
Social Media | v
I ~J The best apps to help you focus and block
i . distractions
G Social Medi

E—-

Social Media

et

R ———

Aerney ramating ool i
v -

Seeng g s comact

Freedom for blocking distractions on all your

devices at once

Serene for planning and following through on

deep focus sessions
blocking
blocking

down

Cold Turkey Blocker for scheduled system-wide

LeechBlock NG for free browser-based website

SelfControl for a nuclear option!

Forest for motivating you to put your phone

[ —

= serene e

Get Your Focus Back

‘Shield yoursel from distractions with Serene, the app for Laser focus

SelfControl

At Mac appbcion ko ek you v i wobsios

Being concemed s st
ey it mntseng

[R————— ey eed o o s

Your future self will thank you.

Stay focused, be present
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https://zapier.com/blog/stay-focused-avoid-distractions/#freedom
https://zapier.com/blog/stay-focused-avoid-distractions/#serene
https://zapier.com/blog/stay-focused-avoid-distractions/#coldturkey
https://zapier.com/blog/stay-focused-avoid-distractions/#leechblock
https://zapier.com/blog/stay-focused-avoid-distractions/#forest
https://zapier.com/blog/stay-focused-avoid-distractions/#selfcontrol
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What can you do?

* Know how to report concerns

* Engage your children about how they are feeling — validate
what they say.

* Educate yourselves - read websites, advice & guidance

* Discuss with your children how they are using new
technologies and what they are viewing.

* No electronic devices in bedrooms, especially overnight.
« Turn all devices off least 1 hour before going to sleep.

in|a brightcore-consultancy
W | Q BrightcoreC

O

42

“There are three
ways to get
something done; do
it yourself, hire
someone

or forbid your kids
todoit”

Mona Crane
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